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SocGholish:
Risks & Mitigation

SocGholish, also commonly referred to as fake browser updates, is a sophisticated JavaScript
malware framework that has been actively used by cybercriminals since at least 2017. The

primary purpose of this malware is to trick users into downloading and executing malicious files
— often under the guise of critical browser updates.
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© Example of a SocGholish fake browser update landing page.

The malware attempts to trick unsuspecting users into downloading what is actually a Remote

Access Trojan (RAT) onto their computers, which is often the first stage in a ransomware
infection.

SocGholish Statistics

In 2023, Sucuri's SiteCheck remote website scanner detected 143,242 sites with SocGholish

malware injections. Of those detections, 19,637 sites directly loaded scripts from known
SocGholish domains.
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How SocGholish Works

SocGholish operates through a series of deceptive and sophisticated tactics designed to trick
users and evade detection, including:

F===] 1 - Fake browser updates
FAKE

This involves creating malicious websites or compromising legitimate ones to display
fake browser update notifications and pop-ups on infected websites.Notifications
are designed to look convincing, often mimicking the design and language of real
update prompts from popular browsers like Chrome, Firefox, and Edge.

2 - Malicious downloads

If a user falls for the SocGholish fake update prompt, they are directed to download
a file, typically in the form of a .zip or .js file. These files are carefully crafted to
appear harmless but are, in fact, laden with malware.

r,ﬁ 3 - Deployment of secondary malware

Once the malicious file is executed, SocGholish collects information about the
environment and deploys various types of secondary malware. These can include
remote access trojans (RATs), which allow attackers to gain control of the infected
system, information stealers that harvest sensitive data such as credentials and
financial information, and Cobalt Strike beacons, which are used for further
exploitation and lateral movement within a network.

4 - Domain shadowing and infrastructure

@

SocGholish employs a technique known as domain shadowing which involves
compromising legitimate domains and adding subdomains that point to malicious
servers. These subdomains are used to host the fake update pages and deliver the
malware, making it difficult to trace and block the malicious activity.

—_$ 5 - WordPress plugins

Recent waves of SocGholish infections have been found impersonating or
leveraging legitimate WordPress plugins. Attackers are bundling malware into
otherwise legitimate-looking plugins and using compromised WordPress admin
credentials to upload and activate these malicious plugins on victim sites. Once
activated, the plugin begins to serve SocGholish payloads, further compromising the
website and its visitors.
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Common Types of SocGholish

NDSW/NDSX

The NDSW SocGholish variant consistently ranks among the top detected website malware:
Sucuri's SiteCheck scanner detected NDSW injections on over 110,000 sites in 2023 alone.
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© Example of a NDSW/NDSX injections.

Khutmhpx injections

In 2023, khutmhpx was detected on over 20,000 sites. It's not uncommon to find multiple,
sometimes dozens, of khutmhpx injections at the top of infected web pages.

r khutmhpx
khutmhpx.src
. ( khutmhpx) ;

khutmhpx
khutmhpx.src
- (khutmhpx) ;

: { function(f,b,n,j,x,e){x=b. (n):e=b. (n)[@]:
X.async . parentNode. (x,e); ) : "script®,

©® Example of a Khutmhpx injections
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Risks of

SocGholish poses significant risks to website owners, impacting their visitors, data
security, and overall operational integrity:
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Damage to Reputation

When users encounter fake browser updates and malicious downloads
on your site, their trust in your website diminishes. This can lead to
negative reviews, loss of business, and long-term damage to your brand
reputation.

Financial Losses

The secondary malware deployed by SocGholish, such as Remote Access
Trojans (RATs) and ransomware, can lead to significant financial losses
through data breaches, ransom payments, and operational disruptions

Data Breaches

SocGholish can steal sensitive data, including credentials and financial
information. This can lead to data breaches, regulatory fines, and further
compromise the site's integrity.

Operational Disruptions

The deployment of secondary malware and potential ransomware attacks
can disrupt your business operations, leading to downtime and loss of
revenue.

Association with Major Cyber Attacks

SocGholish has been linked to major cyberattacks, such as the
SolarWinds breach and operations by the EvilCorp ransomware group,
highlighting its role in larger, coordinated cybercrime activities.
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How Sucuri Helps

Sucuri offers a comprehensive suite of services designed to help website owners mitigate the
risks of SocGholish and recover from infections. Here's how Sucuri can help mitigate risk from
SocGholish malware infections.

B Website Monitoring

Real-Time Insights: By setting up your website on Sucuri's monitoring
platform, you receive real-time insights into potential threats and indicators of
compromise. This service continuously scans your website for unauthorized
changes, suspicious activities, and other anomalies that may indicate a
SocGholish attack.

Automated Alerts: Instant alerts are sent out when the system detects any
potential issues, enabling rapid response to prevent further damage.

B Web Application Firewall (WAF)

Malicious Traffic Filtering: The WAF filters out malicious traffic, blocking
attempts to exploit vulnerabilities or inject malicious content into your website. It
acts as a barrier between your website and potential attackers.

DDoS Mitigation: While primarily used for preventing malware injections, the
WAF also mitigates Distributed Denial of Service (DDoS) attacks, ensuring your
website remains accessible during an attack.

Virtual Patching: The WAF can virtually patch known vulnerabilities in your
software, plugins, themes, and other components, providing an additional layer
of security without requiring immediate updates.

IP Blocklisting and Allowlisting: You can restrict access to sensitive parts
of your website, such as admin or login pages, using IP blocklisting and
allowlisting. This helps prevent brute force and ensures only authorized
individuals can access critical areas.

Security Features: Implement CAPTCHA and password protection for specific
pages to prevent unauthorized access and automated attacks.
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B Website Backups

Regular Backups: Sucuri offers optional backup services that ensure regular
snapshots of your website are taken. These backups can be used to quickly restore
your site in the event of a SocGholish infection or other issues.

Secure Storage: Backups are stored securely, protecting your data from potential
breaches and ensuring they are readily available when needed.

B Advanced Threat Intelligence

Emerging Threat Signatures: Sucuri employs a team of highly skilled malware
researchers who constantly create new signatures to block emerging website
malware threats, including those related to SocGholish.

Proactive Defense: By staying ahead of the latest threats, Sucuri ensures your
website is protected against both known and emerging SocGholish techniques.

B Malware Remediation and Cleanup

Experienced Security Analysts: Sucuri’s team of security analysts are
experienced in identifying and removing SocGholish infections. They perform thorough
scans of your website, server, and database to detect and eliminate malicious code.

Comprehensive Malware Cleanup: The cleanup process not only removes the
malicious code but also restores your website to its original state, ensuring that any
backdoors or vulnerabilities used by attackers are closed.

Post-Infection Support: After the initial cleanup, the Sucuri platform provides
ongoing support and protection to help prevent future infections and ensure your
website remains secure.

Protecting your website from SocGholish malware and other
malicious threats is key to maintaining your online presence and
reputation. By leveraging Sucuri's website security platform, you can
mitigate the risks associated with SocGholish, quickly recover from
infections, and ensure your website remains safe and secure.

Contact us for a free consultation: info(@sucuri.net Or Call @k EEEYErAPY
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